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This study aimed to examine the role of cognitive warfare in the modern military
strategies of the Islamic Republic of Iran and to investigate the transition from
battlefield combat to the battle of narratives. The study was conducted using a
qualitative approach and the thematic analysis method. Professors of defense and
strategic studies, cognitive warfare analysts in security think tanks, and specialists in
political communication and social psychology were considered the statistical
population and research experts. The sampling method was snowball sampling, and
the researcher reached theoretical saturation through semi-structured interviews with
16 experts. Following open, axial, and selective coding, the findings indicated that
Iran’s defense doctrine has undergone a paradigmatic transformation and is shaped by
six main themes: “transformation of doctrine and the nature of the battlefield,”
“counterstrategies and social resilience,” “the ecosystem of actors and content
production,” “institutional governance and command integration,” “emerging threats
and emergent technologies,” and “capacity assessment and indigenization of
knowledge.” This means that national security is no longer merely physical; rather, it
is grounded in the management of meaning, intelligent monitoring of public opinion,
the use of digital elites, and confrontation with artificial intelligence threats. In
addition, challenges such as interinstitutional lack of coordination, the shortage of
indigenous models, and weaknesses in the quantitative measurement of effectiveness
were identified as implementation barriers. The final conclusion indicates that success
in the battle of narratives requires the establishment of unified cognitive command
headquarters, the enhancement of citizens’ media literacy, and a transition from
qualitative judgments to data-driven and quantitative evaluations in order to strengthen
national resilience against hybrid warfare.

Keywords: cognitive warfare, modern military strategy, battlefield combat, battle of
narratives, media crisis management.
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EXTENDED ABSTRACT

In the contemporary security environment, the nature of geopolitical and military confrontation
has undergone a profound transformation, making the traditional boundaries between war and peace,
military and civilian domains, and physical battlefields and social spaces increasingly indistinct. Within
this new paradigm, cognitive warfare has emerged as one of the most advanced forms of hybrid warfare,
in which the human mind is not merely treated as a target but is redefined as the principal battlefield of
strategic competition (Claverie & Du Cluzel, 2022). Unlike classical psychological warfare, which was
primarily concerned with direct persuasion, intimidation, propaganda, or deception, cognitive warfare
operates at deeper cognitive, emotional, and behavioral levels by exploiting big data, artificial intelligence,
algorithmic targeting, social media ecosystems, and the vulnerabilities of collective perception. Its
ultimate objective is not only to influence public opinion temporarily, but also to engineer beliefs, reshape
behavioral tendencies, weaken social cohesion, and undermine national will through the manipulation of
meaning and perception (Melas-Fragkiskos, 2026). This transformation has challenged conventional
defense doctrines that were historically built around hard power, territorial control, military deterrence,
and physical superiority, because national security is increasingly exposed to threats that do not
necessarily manifest through visible military aggression. In such a context, narratives become strategic
assets and, at the same time, instruments of warfare; they shape legitimacy, define social trust, and
determine how citizens interpret crisis, resistance, vulnerability, and national identity (Ayhan, 2026).
Accordingly, the transition from battlefield combat to the battle of narratives represents not a rhetorical
shift, but a paradigmatic change in the meaning of security, defense, and strategic victory.

This study was conducted to examine the role of cognitive warfare in the modern military strategies
of the Islamic Republic of Iran and to analyze the transition from field-based military confrontation to
narrative-based and meaning-centered conflict. The central problem addressed in the study was that
although the global literature on cognitive warfare has expanded considerably, much of this literature has
been developed within Western strategic, technological, and military contexts and therefore does not fully
explain how cognitive warfare operates in countries with distinct cultural, religious, political, and media
ecosystems. Iran, due to its geopolitical position in West Asia, its active regional role, its ideological-
political structure, and its diverse social composition, has been increasingly exposed to hybrid and
asymmetric pressure strategies, including organized rumor production, psychological sanctions, narrative
distortion, media crisis engineering, and algorithmic manipulation of public perception (Farrokhi Afsharian,
2024). In this regard, cognitive warfare is not limited to the tactical use of misinformation or psychological
pressure; rather, it functions as a strategic mechanism for weakening legitimacy, disrupting social
cohesion, producing distrust toward governing institutions, and redirecting collective emotions in
moments of crisis (Komasi & Abdoli, 2024). The study therefore sought to clarify how cognitive warfare is
incorporated into modern Iranian defense thinking, how the notion of the battlefield has been expanded
from physical geography to the cognitive and social domains, and what institutional, technological,
cultural, and methodological requirements are necessary for developing an effective indigenous defense
doctrine against emerging cognitive threats (Ghanbarian & Fakouri, 2024).

The research was designed as a qualitative and applied study with an exploratory orientation, using
thematic analysis as the main method of data analysis. The statistical population and expert community
consisted of professors of defense and strategic studies, analysts of cognitive warfare working in security-
oriented think tanks, and specialists in political communication and social psychology. Snowball sampling



was used because of the specialized nature of the subject and the need to access experts with direct or
indirect familiarity with cognitive warfare, strategic communication, national security, and defense policy.
Data were collected through semi-structured interviews, and theoretical saturation was achieved after
interviews with 16 experts. The interview data were transcribed, repeatedly reviewed, coded, categorized,
and interpreted through a systematic process of qualitative analysis. In the first stage, the researcher
became familiar with the data through transcription, repeated reading, and preliminary note-taking. In the
second stage, meaningful units were extracted and labeled through open coding. In the third stage, related
codes were grouped into broader conceptual clusters through axial coding. In the fourth stage, themes
were reviewed, refined, merged, or removed where necessary in order to ensure coherence and consistency
with the original data. Finally, through selective coding and thematic synthesis, 167 initial codes and
concepts were refined into 38 final non-repetitive codes. This process resulted in the extraction of 12
subthemes and 6 major themes that collectively explain the role of cognitive warfare in Iran’s modern
military strategies. The analytical logic of the study was also consistent with emerging research that
emphasizes the need to move beyond purely technological or psychological definitions of cognitive
warfare and to treat it as an integrated domain involving cognition, command, media, culture, institutions,
and advanced technologies (Dadashi Haji & Ghanbari, 2025; Mahjoub & Shakouri, 2022).

The findings revealed that Iran’s modern defense doctrine is undergoing a paradigmatic
transformation in which the battlefield is no longer understood merely as a physical or territorial space.
The first major theme, “transformation of doctrine and the nature of the battlefield,” indicated that
psychological security, public trust, social cohesion, and institutional legitimacy have become new
frontlines of national defense. In this context, the enemy’s strategic objective shifts from destroying
physical equipment to eroding national will, weakening belief systems, and destabilizing the symbolic
foundations of political legitimacy. The second theme, “counterstrategies and social resilience,” showed
that Iranian defense responses to cognitive threats are structured around two main axes: active hope-
building and intelligent monitoring of public opinion. This includes the production of indigenous hope-
oriented narratives, rapid response to media crises, and the use of sentiment-analysis systems to detect
destructive emotional waves before rumors become stabilized as perceived reality. The third theme, “the
ecosystem of actors and content production,” demonstrated that narrative production is no longer
monopolized by official institutions. Digital natives, bloggers, gamers, influencers, and digital artists are
increasingly understood as informal but strategic actors capable of producing counter-narratives in forms
that are visually attractive, emotionally persuasive, and compatible with the communicative language of
younger generations. These findings are consistent with research emphasizing that cognitive warfare
operates through the manipulation of perception, emotion, and decision-making, especially when
advanced technologies and networked communication environments are used to intensify social
vulnerabilities (Marjanovic & Smiljanic, 2025; Masakowski & Sivertsen, 2023; Santos, 2025).

The fourth major theme, “institutional governance and command integration,” revealed that one
of the central challenges in implementing modern cognitive defense strategies is the lack of coordination
among security, defense, cultural, media, and technological institutions. The findings indicated that
fragmented and sectoral action reduces strategic effectiveness in confronting hybrid and cognitive threats,
because cognitive warfare unfolds simultaneously across media, technology, public psychology, political
communication, and national security. Therefore, the creation of a unified cognitive command structure
was identified as a critical requirement for establishing a common operational language between military



commanders, communication experts, technology specialists, and cultural institutions. The fifth theme,
“emerging threats and emergent technologies,” emphasized that artificial intelligence, generative media,
deepfakes, algorithmic behavior prediction, and synthetic realities are transforming the scale and intensity
of cognitive threats. These technologies enable hostile actors to produce highly persuasive false realities,
manipulate emotional responses, and attack institutional trust at speed and scale. The sixth theme,
“capacity assessment and indigenization of knowledge,” showed that despite valuable operational
experience, there remains a serious gap in indigenous theoretical modeling and quantitative evaluation.
Existing Western models do not fully correspond to Iran’s cultural, religious, and political context, while
the absence of precise performance indicators makes many cognitive defense measures dependent on
qualitative judgment rather than data-driven assessment. These results support previous studies
emphasizing the need for integrated human, technological, narrative, and organizational models in
cognitive defense, while also extending them by highlighting the importance of indigenous doctrine-
building and institutional coordination in the Iranian context (Alizadeh Gorji & Seyedi, 2024; Farhadi et al.,
2024; Kolivand et al., 2025; Mehranian et al., 2025).

The study concludes that cognitive warfare has become a central component of modern military
strategy and that the future of national defense cannot be secured only through conventional military
capabilities, territorial control, or hard-power deterrence. In the case of Iran, the transition from battlefield
combat to the battle of narratives demonstrates that national security must increasingly be understood
through the management of meaning, the protection of public trust, the strengthening of social resilience,
and the intelligent monitoring of collective perception. The findings indicate that success in this domain
requires the formation of unified cognitive command headquarters, the development of indigenous models
of cognitive warfare, investment in domestic artificial intelligence platforms for public-opinion
monitoring and counter-narrative production, and the systematic enhancement of citizens’ critical media
literacy. The study also shows that informal digital actors, including youth, influencers, gamers, bloggers,
and digital artists, should be viewed not as peripheral participants but as strategic contributors to national
resilience in the narrative domain. Ultimately, the effectiveness of future defense strategies will depend
on the ability to move from fragmented, reactive, and qualitative approaches toward integrated, proactive,
and data-driven systems of cognitive defense capable of anticipating threats, shaping narratives, and
strengthening national resilience against hybrid warfare.
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