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CrossMark

This article addresses the central question: “What similarities and differences
characterize the approaches of active political factions in Iran toward cyberspace
governance and policy-making, and how have these convergences and divergences
affected the policy-making process in this domain?” Accordingly, it undertakes a
comparative analysis of the political discourses that have influenced cyberspace
policy-making in the Islamic Republic of Iran. The findings indicate that, although all
political factions emphasize the principles of ‘“national sovereignty” and
“indigenization” in cyberspace, they differ fundamentally with respect to such
components as the “relationship between freedom and security,” “the role of the state
in regulation,” “engagement with the international community,” and “legislative
priorities.” In this context, Principlist factions have predominantly emphasized a
restrictive, security-oriented approach centered on stringent technical controls, such as
extensive filtering and the development of the National Information Network from a
largely defensive perspective. In contrast, Reformist and moderate factions have placed
greater emphasis on affirmative and participatory approaches, user empowerment
through media literacy, and smart regulation involving civil society institutions.
Nevertheless, recurrent policy shifts resulting from changes in governments, the
absence of cross-factional consensus on a “comprehensive strategic document,”
institutional overlap among responsible authorities, and the practical predominance of
restrictive approaches despite certain affirmative policy rhetoric have contributed to
ineffective long-term cyberspace governance, intensified public dissatisfaction, the
incomplete realization of the ‘“National Information Network” as the desired
communications infrastructure, and the persistence of a gap between declared and
implemented policies. The findings suggest that reforming cyberspace policy-making
in Iran in accordance with the objectives of overarching policy documents requires
moving beyond short-term factional perspectives toward a “participatory and adaptive
governance model” in which constructive engagement with the global ecosystem,
strengthening the digital economy, procedural transparency, and the replacement of
restrictive, top-down controls with affirmative, bottom-up approaches are accorded
priority.

Keywords: cyberspace, policy-making, governance, political factions, National
Information Network.
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EXTENDED ABSTRACT

Cyberspace has become one of the most consequential domains of contemporary governance,
reshaping social interaction, political communication, economic activity, cultural production, and the
relationship between citizens and the state. The rapid expansion of digital networks has intensified long-
standing tensions between state sovereignty and individual freedoms, particularly with respect to freedom
of expression, privacy, access to information, national security, and the regulation of transnational
platforms. From a governance perspective, cyberspace is not merely a technological environment but a
politically contested arena in which states, corporations, civil society organizations, users, and
transnational institutions compete to define rules, norms, and legitimate forms of control. Network society
theory emphasizes that digital communication has transformed the production and circulation of power
by enabling decentralized forms of communication and collective action while simultaneously providing
states and other powerful actors with new instruments of surveillance and regulation (Castells, 2010).
Similarly, the literature on networked information production stresses that the decentralized character of
digital environments can expand opportunities for participation and freedom, although such opportunities
remain conditioned by institutional, legal, and technological structures (Benkler, 2006). The regulatory
dilemma is therefore centered on how to reconcile the protection of security and sovereignty with the
preservation of openness, participation, and civil liberties (Lessig, 2001). This tension is especially visible
in states where political institutions adopt a strong sovereignty-oriented understanding of cyberspace and
seek to extend territorial principles of authority into digital environments (Kramer, 2017; Nye, 2011). Iran
constitutes an important case in this regard because cyberspace governance has developed within a
multilayered political and institutional system in which different factions, state institutions, security
organizations, regulatory bodies, and social actors hold competing interpretations of digital freedom,
national security, cultural integrity, and technological development. Consequently, the central problem
addressed in this study is not simply whether cyberspace should be regulated, but how competing political
factions define the purposes, instruments, and legitimate boundaries of regulation and how these
ideological and institutional differences influence the continuity, inconsistency, and effectiveness of
cyberspace policy-making in the Islamic Republic of Iran (Ghasemi & Rezaei, 2021; Pournaseri & Hajizadeh,
2022).

The theoretical framework of the study combines institutional, group-based, network-governance,
sovereignty-oriented, developmental, and critical discourse perspectives in order to explain the
relationship between political competition and cyberspace policy-making. Institutional approaches to
public policy emphasize that policy outcomes are shaped by the formal distribution of authority,
organizational mandates, bureaucratic routines, and relationships among governmental institutions
(Brooks, 1993). This perspective is particularly relevant to Iran, where responsibility for cyberspace is
distributed among multiple institutions with partially overlapping competencies, including the Supreme
Council of Cyberspace, the National Cyberspace Center, the Ministry of Information and Communications
Technology, security and intelligence institutions, cyber-policing bodies, and other governmental and
quasi-governmental organizations (Sepehri, 2022). Group-based approaches, by contrast, conceptualize
policy as the outcome of competition among organized actors seeking to influence state decisions, which
helps explain how political factions, bureaucratic organizations, economic stakeholders, and ideological
institutions attempt to shape the direction of internet regulation. These approaches are complemented by
multi-stakeholder governance theories, according to which sustainable cyberspace governance requires



interaction among the state, private sector, technical communities, civil society, and users rather than
exclusive reliance on centralized state control (Benkler, 2006; MacKinnon, 2012). At the international level,
three broad paradigms may be distinguished. The sovereignty-centered paradigm views cyberspace as an
extension of national jurisdiction and emphasizes security, territorial authority, and state control (Drezner,
2014; Drozhdek & Van Kalenberg, 2016). The multi-stakeholder paradigm emphasizes distributed authority,
participation, transparency, and regulatory pluralism (MacKinnon, 2012). The development-oriented
paradigm conceptualizes digital infrastructure as a foundation for economic growth, social inclusion,
access to knowledge, and reduction of the digital divide (O'Neil, 2020; Unesco, 2021). To interpret the
discursive dimensions of factional competition, the study also draws on critical discourse analysis, which
treats political language and policy documents as instruments through which ideological assumptions and
power relations are constructed and reproduced (Fairclough, 1995; Van Dijk, 1998). In addition, Castells’s
theory of communication power helps explain why political factions compete for control over digital
narratives and why cyberspace has become simultaneously an arena of political mobilization, identity
construction, and state intervention (Castells, 2010).

The institutional development of cyberspace governance in Iran demonstrates the persistence of a
predominantly centralized and security-oriented model, although official policies also contain
developmental, participatory, and rights-oriented elements. The establishment of the Supreme Council of
Cyberspace created a central strategic body intended to coordinate national policy, yet the coexistence of
numerous institutions with overlapping authority has generated institutional fragmentation, parallel
decision-making, and inconsistent policy implementation (Sepehri, 2022). The Strategic Document of
Cyberspace of the Islamic Republic of Iran articulates a broad set of objectives encompassing protection,
security, independence, justice, national authority, development, and public participation, illustrating the
simultaneous presence of restrictive and affirmative policy aspirations (Supreme Council of, 2012).
Nevertheless, practical policy-making has often been dominated by filtering, access restrictions, platform
blocking, surveillance, and the development of domestic alternatives to global communication services.
Research on Iran’s digital governance has identified recurring tensions between official commitments to
technological development and the practical application of restrictive regulatory strategies (Amini, 2021;
Ghasemi & Rezaei, 2021). Legal restrictions on online expression and privacy have similarly produced
concerns regarding the compatibility of domestic regulatory practices with broader principles of civil and
political rights (Hashemi, 2020; Mirmohammadsadeghi, 2021). At the same time, users have developed
extensive adaptive practices for circumventing filtering and maintaining access to transnational digital
platforms, producing a continuing interaction between state regulation and social resistance (Amini, 2021;
Rahmani, 2022). Comparative scholarship on internet control has shown that such environments are rarely
characterized by complete state domination; rather, they involve an ongoing struggle between regulatory
institutions, technological infrastructures, economic interests, and user practices (Deibert & Crete-Nishihata,
2012; Faris & Heacock, 2021). The Iranian case therefore reveals a substantial gap between formally
declared policy objectives and implemented regulatory practices. Although national policy documents
emphasize digital development, domestic capacity building, cultural production, user protection, and
technological sovereignty, policy implementation has frequently relied more heavily on restrictive
measures than on media literacy, public participation, transparent regulation, digital entrepreneurship, or
long-term institutional coordination.



The comparative analysis of political factions indicates that Iranian Principlist, Reformist, and
moderate political currents share certain overarching assumptions but diverge significantly in their
interpretation of security, freedom, state authority, global engagement, and appropriate regulatory
instruments. Principlist discourse generally places national sovereignty, cultural security, resistance to
foreign influence, and strategic autonomy at the center of cyberspace governance. From this perspective,
global digital platforms may function as instruments of political influence, cultural penetration,
information warfare, and security vulnerability, which legitimizes extensive state intervention, filtering,
and the strengthening of nationally controlled digital infrastructures. The expansion of Iran’s cyber-
defense capacities and the institutionalization of security-oriented approaches illustrate the strategic
importance attached to cyberspace within this political framework (Faghfouri, 2023). The National
Information Network is accordingly interpreted not merely as a technical project but as a mechanism for
reducing infrastructural dependence and strengthening cyber sovereignty (Supreme Council of, 2012).
Reformist discourse, in contrast, tends to place greater emphasis on civil liberties, citizens’ rights, freedom
of expression, access to information, engagement with global platforms, and the social and economic costs
of widespread filtering (Mirmohammadsadeghi, 2021; Rahmani, 2022). From this perspective, excessive
restrictions can generate public dissatisfaction, weaken institutional legitimacy, damage the digital
economy, and encourage widespread circumvention practices rather than achieving sustainable
governance. Moderate approaches occupy an intermediate position, generally accepting the necessity of
national regulation and domestic infrastructure while emphasizing more flexible, technically informed,
and development-oriented mechanisms. The political economy of filtering further complicates these
ideological divisions because regulation also produces economic beneficiaries, creates markets for
circumvention technologies, and generates institutional incentives that may favor the continuation of
restrictive policies (Moghaddam & Karimi, 2023; Roudaki, 2023). Thus, factional differences cannot be
reduced to a simple opposition between freedom and security. They also reflect different conceptions of
economic development, technological dependence, bureaucratic authority, cultural protection,
international engagement, and the distribution of political power within the state.

The study further indicates that the principal challenge confronting Iranian cyberspace governance
is not the complete absence of strategic objectives but the inconsistency between those objectives, the
fragmentation of implementation, and the recurrent transformation of regulatory priorities following
political change. Changes in presidential administrations have repeatedly influenced the intensity of
filtering, approaches to foreign platforms, support for domestic services, and the balance between security
and developmental policies. This instability has undermined the emergence of a durable cross-factional
consensus and has contributed to discontinuity in long-term planning. At the same time, the multiplicity
of decision-making institutions reduces accountability because responsibility for controversial regulatory
decisions can be dispersed among several organizations (Pournaseri & Hajizadeh, 2022; Sepehri, 2022). The
broader international literature suggests that highly centralized approaches to internet governance can
generate significant governance costs when they fail to account for the networked, transnational, and
technologically adaptive character of cyberspace (Drezner, 2014; MacKinnon, 2012). Strict filtering may
limit immediate access to specific platforms, but users frequently adopt technical methods to bypass
restrictions, weakening the long-term effectiveness of purely prohibitive policies (Amini, 2021). Excessive
restrictions may also affect digital inclusion, innovation, entrepreneurial activity, access to global
information resources, and the development of knowledge-based industries (O'Neil, 2020; Unesco, 2021).



Consequently, a more effective model would require a shift from predominantly coercive, top-down
control toward adaptive and participatory governance that combines state responsibility with citizen
participation, civil society engagement, technical expertise, transparent regulation, and clearly defined
institutional authority. Such a model would not necessarily eliminate national sovereignty concerns but
would reinterpret sovereignty as the capacity to govern effectively, build resilient infrastructure, protect
citizens’ rights, support economic development, and engage strategically with global digital ecosystems
rather than merely restricting access to them (Kramer, 2017; Nye, 2011). The comparative analysis therefore
suggests that sustainable reform depends on institutional coordination, greater transparency, development
of media literacy, support for domestic digital industries, rights-sensitive regulation, and the gradual
replacement of purely restrictive approaches with more affirmative forms of governance.

In conclusion, cyberspace policy-making in Iran is best understood as the product of an evolving
interaction among political ideology, institutional structure, security concerns, economic interests,
technological change, and social demands rather than as the expression of a single unified state strategy.
Although major political factions share commitments to national sovereignty, domestic technological
capacity, and the protection of national interests, they differ fundamentally over the acceptable balance
between freedom and security, the proper scope of governmental intervention, the legitimacy of filtering,
the role of civil society, and the extent of engagement with the global digital environment. These
differences have contributed to repeated policy shifts, institutional overlap, fragmented implementation,
and a persistent gap between formally declared objectives and actual regulatory practices. The experience
of recent decades indicates that neither unrestricted technological openness nor predominantly restrictive
control can by itself provide a stable basis for long-term cyberspace governance. The more viable direction
is the construction of a participatory and adaptive governance model in which the state retains
responsibility for security, infrastructure, and public interest while citizens, professional communities,
private enterprises, civil society organizations, and technical experts participate meaningfully in agenda
setting, policy design, implementation, and evaluation. Such an approach would require clearer
institutional responsibilities, greater procedural transparency, more consistent legislation, stronger digital
literacy, support for the digital economy, and a gradual transition from reactive filtering toward risk-based
and evidence-informed regulation. By moving beyond short-term factional competition and establishing
a durable strategic consensus, Iran could better align its cyberspace governance system with its long-term
developmental objectives, reduce the distance between official policies and citizens’ digital practices,
strengthen institutional legitimacy, and develop a more resilient, efficient, and socially responsive digital
governance framework.
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